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This document contains a description of the
normative obligations for researchers, developers and
users of generative Al models and applications
(hereinafter “guidelines”), with references to
corresponding socio-technical recommendations and
aids, where possible, to help ensure responsible
adoption of generative Al.

These guidelines are the result of consultations with a
multi-disciplinary group of Al experts,

researchers and practitioners, with representations
from the industry, academia, and civil society.

Recognising the fast-paced nature of the technological
and regulatory developments impacting generative Al
practice, we plan on releasing future editions of this
document with revisions and updates that could serve
stakeholders better over time.
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Preamble

The recent powerful developments in
generative artificial intelligence
(hereinafter “GenAl”) and the projected
pace of adoption of this revolutionary
technology across industries have got
people both excited and worried about
the future. The excitement comes from
the promise of GenAl to massively
improve industrial productivity, boost
economic growth' and scale
humanitarian efforts?2. The worry comes
from our sheer unpreparedness® to
effectively tackle the fast-evolving
universe of societal harms that are
anticipated with the adoption of GenAl*.

Stakeholders, largely, do not yet align on a
set of robust, common standards and
protocols for researching,

developing, and using GenAl

responsibly. This heightens the risk of

June 2023 Edition

GenAl being deployed without
appropriate safeguards in place,
impacting public safety and potentially
pausing the pace of innovation in GenAl°.

At nasscom, we believe this calls for
urgent action from all concerned
stakeholders to cooperate and co-develop
responsible approaches for

researching, developing and using
generative Al models, applications, and
tools in alignment with positive human
values, for the benefit of humanity as a
whole.

In line with that spirit, we propose this
body of guidelines for those engaged in
researching, developing, and using
generative Al technologies, with the
following provisos:

#GenerativeAl

This document is not an operational
manual or guidebook. It is rather intend-
ed to build stakeholder consensus on the
core normative obligations of those
engaged in researching, developing, or
using GenAl technologies.

We expect the guidelines to become
instrumental in defining frameworks for
the development of standards, protocols,
audit checklists, certifications, monitor-
ing and evaluation mechanisms, and
other forms of actionable guidance, tools,
and best practices to effectively mitigate

potential harms from the adoption of
GenAl.
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#GenerativeAl

The guidelines focus on research, development, and use in relation to GenAl. The guidelines define GenAl as a type of artificial
intelligence technology that can create artefacts such as image, text, audio, video, and various forms of multi-modal content.

The object of these guidelines is to promote and facilitate responsible development and use of GenAl solutions by different stake-
holders. The guidelines also intend to achieve a robust, common understanding of normative obligations amongst stakeholders to
help them improve their net social impact with GenAl and to foster trust in the adoption of GenAl technologies across industries.®

#
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Research on GenAl solutions may
include both fundamental and
applied research on GenAl models,
applications, tools and techniques.

V.

Note that the categories of “research”, “development”,
and “use” are not mutually exclusive; a given stakeholder
could fit into all three categories. Stakeholders may
include, but not be limited to, technology c

startups, open source developers and researchers
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Development of GenAl solutions may
include building and deploying GenAl
models and sourcing training data for
GenAl model design and
development to design or power
various commercial, non-commercial
or personal applications.

Use of GenAl solutions may include
employing or modifying GenAl models
for any product or service develop-
ment, enhancement or delivery,
conducting scientific or academic
research, writing computer code, gen-
erating creative outputs (e.g., artworks,
musical compositions, product
designs) for any purpose - commercial,
non-commercial, or personal.
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The guidelines seek to aid mitigation of the following harms associated with the research, development, and use of

GenAl technologies:

Proliferation of misinformation, disinformation, hateful (seditious, defamatory, socially disharmonising) content”

secrets) and academic malpractice® (e.g., plagiarism in research)

=

Infringement of intellectual property?® (e.g., copyrighted works of art, patented designs and inventions, trademarks, trade
E==
Er3

Privacy harms through violations of data protection norms and standards®

Propagation of harmful social, economic, and political biases”

% Large-scale job displacements, and loss of livelihood and economic strain for a considerable portion of the existing
industrial workforce'’?

Huge carbon and water footprints and associated environmental degradation®™

A AN

@ Surge in malicious cyber attacks'

June 2023 Edition Responsible Al Guidelines for Generative Al | 06



nasscom #GenerativeAl

Section 3.

Obligations of those conducting fundamental
and applied research on GenAl models, applications,

tools, and techniques (hereinafter “researchers”)®®
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Demonstrate reasonable caution and foresight by systematically and rigorously anticipating and evaluating both
positive and negative contingencies that might arise from the conduct of research using techniques like horizon
scanning, scenario planning, etc.

Demonstrate transparency and accountability by releasing public disclosures about the values, goals, and
motivations for driving or funding a research project and by describing the methodologies, model training datasets,
and tools adopted for the conduct of research in all such disclosures.

Demonstrate reliability and safety by adhering to established privacy-preserving norms and standards in research
data collection, processing, and usage, and conducting safety testing of GenAl models in regulated environments.

Demonstrate inclusion by accounting for the risk of harmful bias in research and deploying protocols and
measures to mitigate it, and by publishing research findings in open-source formats, wherever possible, to
democratise framing of new problem statements to advance the state-of-the-art in GenAl, foster collective inquiry
into the potential risks and benefits from the adoption of GenAl technologies, and engender prevalent societal
values in GenAl.

Support progress of humanity as a whole by prioritising research on GenAl applications, tools, and techniques that
hold the maximum potential to enhance human agency and improve the human condition, and by advancing
research in technical Al safety to aid the development of best practices for developing, deploying, and using GenAl
in a safe, trustworthy, and environment-friendly manner.
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Section 4.

Obligations of those engaged in the development of

GenAl solutions (hereinafter “developers”)®
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Demonstrate reasonable caution and foresight by evaluating potential harms from the development,
deployment, and use of a GenAl solution through comprehensive risk assessments and internal oversight
throughout the lifecycle of the solution, with the aid of critical guiding frameworks (e.g., nasscom'’s Responsible Al
Governance Framework, NITI Aayog's Approach for Operationalising Principles for Responsible Al, UNESCO’s
Recommendation on the Ethics of Al, OECD Al Principles), by retaining qualified personnel (e.g., risk and compliance
officers, ethics councils), and by prescribing a terms of service and guidance for safe and responsible use by private
individuals and downstream model and application developers”, while disclosing questionable uses of the solution.
Demonstrate transparency by publicly disclosing the data and algorithm sources used for modelling and all other
technical, non-proprietary information about the solution’s development process, capabilities and limitations®. The
disclosure of any or all such information may be withheld only if there is reasonable apprehension amongst the
developers that such disclosure would risk malicious use of the solution and imminent harm to public safety.
Developers shall prove such reasonable apprehension to the satisfaction of the regulator whose jurisdiction applies.
Demonstrate reliability and safety by practising due diligence in the adoption of means and methods for solution
development and deployment (e.g., nasscom’s Responsible Al Architect's Guide) through strict adherence to applica-
ble data protection and intellectual property rules and norms in the collection, processing and usage of model train-
ing data'®, industry best practices for model design, development, deployment, and monitoring (e.g., feeding contex-
tual awareness in model design, designing and development of models by diverse and multidisciplinary teams,
phased deployment of large-scale consumer facing applications, human in the loop design, fair and lawful
interpretation of results generated by the solution), and deployment of best-in-class cybersecurity infrastructure.
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GenAl solutions in high-stake contexts (e.g., use of GenAl in consumer credit lending) in accessible, intelligible forms,
and by establishing and adhering to fair and equitable schemes for liability apportionment and mechanisms for
grievance redressal to deal with mishaps caused by the development, deployment, and use of GenAl solutions.

N Demonstrate accountability by devising technical means for furnishing explanations for outputs generated by
o— ’

the positive goals of human progress and societal well-being, in environment-friendly ways that prioritise energy effi-
ciency in model training and development, and by disclosing the solution source code, wherever possible, to reduce
duplication of efforts and make computing overall more efficient and sustainable for all.

@ Support progress of humanity as a whole by developing, deploying, and using GenAl solutions in alignment with
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Section 5.

Obligations of those using GenAl solutions for commercial,
non-commercial, or'personal purposes

(hereinafter “users”)?°
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Demonstrate reasonable caution and foresight and support progress of humanity as a whole through internal
oversight and comprehensive risk assessments covering the entire lifecyle of the GenAl solution, with the aid of
critical guiding frameworks (e.g., nasscom'’s Responsible Al Governance Framework, NITI Aayog's Approach for
Operationalising Principles for Responsible Al, UNESCO's Recommendation on the Ethics of Al, OECD Al Principles),
by retaining qualified personnel (e.g., risk and compliance officers, ethics councils), by prescribing a terms of service
and guidance for safe and responsible use by private individuals and downstream model and application
developers?, while disclosing questionable uses of the solution, and by balancing any substitution of the current
workforce that is induced by the solution's adoption with proportionate investments in worker upskilling and reskill-
ing programs across critical business roles and functions??.

Demonstrate transparency by publicly disclosing all technical, non-proprietary information about the development
process, capabilities and limitations of the downstream models and applications (including inter alia details of any
modifications performed on the models and corresponding data and algorithm sources), the use of the GenAl
models or features for product or service delivery or enhancement, in deliverables generated within an academic or
commercial setting, in production of research outputs?, and in claims for intellectual property?.

Demonstrate reliability and safety by using the GenAl solution in compliance with the terms of service, prescribed
guidance and applicable public regulations for safe and responsible use, by developing and deploying downstream
models and applications in compliance with industry best practices (e.g., feeding contextual awareness in model
design, development of applications by diverse and multidisciplinary teams, phased deployment of large-scale
consumer facing applications, human in the loop design, deployment of applications with guidance for responsible
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use, fair and lawful interpretation of results generated by the solution), by not using the solution to infringe or
misappropriate the rights of others or to propagate disinformation or harmful social, economic, or political biases, by
exercising caution or due diligence in consuming or using content or media generated by the solution, by refraining
from sharing any sensitive, confidential, or personally identifiable information in the course of interaction with the
solution, and by instating corporate and institutional safeguards and codes of conduct to counter misuse or
unauthorised use of the solution®.

Demonstrate accountability by devising technical means for furnishing explanations for outputs generated by
GenAl solutions in high-stake contexts (e.g., use of GenAl in consumer credit lending) in accessible, intelligible forms,
and by establishing and adhering to fair and equitable schemes for liability apportionment and mechanisms for
grievance redressal to deal with mishaps caused by the use of GenAl solutions.

Support progress of humanity as a whole by using GenAl solutions in alignment with the positive goals of human
progress and societal well-being, in environment-friendly ways that prioritise energy efficiency in model redesigning
and use, and by disclosing the solution source code, wherever possible, to reduce duplication of efforts and make
computing overall more efficient and sustainable for all.
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Section 6.

Joint Obligation of researchers,
developers, and users
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#GenerativeAl

;@ Support progress of
humanity as a whole

by committing to steer and support
universal Al literacy and awareness
programs, technical Al safety research,
and regulatory reform projects focused
on designing guardrails for safe and
trustworthy adoption of GenAl
technologies for the benefit of all
stakeholders, in collaboration with
governmental and non-governmental
organisations.
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Section 7.

Compliance with Guidelines

As researchers, developers, and users
of GenAl technologies, we resolve to
contribute to the co-development
and adoption of actionable guidance,
tools, and best practices to enable all
stakeholders to successfully comply

with the guidelines and help

humanity advance with the safe and
responsible use of GenAl.
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